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Abstract 

 
Current methods for learning from structured data are limited w.r.t. handling large or isolated sub-
structures and also impose constraints on search depth and induced structure length. An approach to 
learning from structured data using a graph based canonical representation method of structures, 
called finger printing, is introduced that addresses the limitations of current methods. The method is 
implemented in a system, called DIFFER, which is demonstrated to compare favourable to existing 
state-of-art methods on some benchmark data sets. It is shown that further improvements can be ob-
tained by combining the features generated by finger printing with features generated by previous 
methods.   
 
 

1   Introduction 

In many domains, in which a model is to be gener-
ated by machine learning, examples are more natu-
rally represented by structured terms than fixed-
length feature vectors. For example, in chemo in-
formatics, molecules are naturally represented as 
two or three dimensional structures of atoms. An-
other example is when having data on XML format, 
which could be directly mapped on tree structures.   

Several approaches to learning to classify struc-
tured data have been introduced in the field of ma-
chine learning. The structure classification problem 
has been addressed as a rule learning problem 
[1,2,3,4,5], as a graph mining problem 
[6,7,8,9,10,11] and as a propositionalization prob-
lem [12,13,14]. The methods address two main va-
rieties of problems. The first category is discovery 
methods of features that best discriminate between 
the classes. Krogel et al [12], for example, introduce 
an approach to selecting “most interesting” features 
of structured data that discriminate between the 
classes. A key requirement of the feature discovery 
methods is that the discovered features should be 
comprehensible. 

In contrast to discovery methods, classification 
methods generate global models for classifying all 
examples, but the models need not necessarily be 

comprehensible. Most classification methods as-
sume that all examples can be represented by fixed-
length feature vectors, and finding features that 
suitably contain the relevant information in this 
format, can be considered a major knowledge engi-
neering bottleneck for these types of method. This is 
true in particular when the examples are most natu-
rally represented as structured terms (e.g., trees, 
lists, etc.). Existing methods for structure classifica-
tion are limited w.r.t. the complexity and volume of 
structured data, which is described in detail in sec-
tion 2, and hence more robust methods for learning 
from structured data are needed. The method pre-
sented in this paper, which extracts features from 
structures by a method called finger printing, is mo-
tivated exactly by this need. 

The rest of the paper is organized as follows. 
Section 2 discusses the state-of-art structure classifi-
cation methods and their limitations. Section 3 in-
troduces the novel finger printing method, which 
implementation is described in section 4. Section 5 
presents an empirical evaluation, comparing the 
novel method to some state-of-the-art methods on 
some benchmark datasets. Finally, section 6 de-
scribes the concluding remarks and possible further 
extensions to the demonstrated theory. 

 



2. Current Approaches to Learn-

ing from Structured Data 

Current state-of-art methods for feature discovery 
and classification use several forms of structure 
transformation. Inductive logic programming [5] has 
drawn immense popularity since its inception, 
mainly due to that background knowledge and data 
as well as the result of the methods are represented 
in the same format: logic programs. Propositionali-
zation methods is one class of ILP methods that 
transform the relational rule learning problem into a 
standard attribute-value learning problem by identi-
fying suitable features [12,15]. However, these, as 
well as the standard ILP methods, are often faced 
with a huge search space, either for which con-
straints have to be imposed, or the domain has to be 
restricted in terms of the number of examples con-
sidered [15]. The limits on search depth and clause 
length typically result in that the substructures dis-
covered by ILP methods are quite small and usually 
are limited to 5-6 structural relations [16].  
  Graph mining methods are efficient enough to dis-
cover considerably large substructures, unlike the 
propositionalization methods [9,16]. Although the 
current algorithms already perform quite well, they 
still have some limitations. One of these is that the 
discovered graphs are by necessity connected. This 
prevents inclusion of isolated or far away frequent 
nodes or sub graphs. Thus two fragments within a 
graph that are not connected are not being consid-
ered in conjunction by current methods, even if the 
contribution of these fragments when taken together 
would be a highly potential feature. Another limita-
tion of current graph mining methods is that they 
only consider exact matches of the sub-graphs and 
hence do not allow mining “similar sub-graphs” 
[17], i.e., sub-graphs that are not exactly equal to 
each other, but differ only by a few nodes. For ex-
ample, in a chemoinformatics application, different 
molecules may have carbon chains of different 
lengths, but other atoms such as nitrogen and oxy-
gen are connected to the carbon chains in a same 
topology, i.e., substructures differ only by its length 
of the carbon chain. These substructures are not 
equal to each other since they differ by the length of 
the carbon chain, but rather “similar” since the to-
pology of the substructure is same. Current methods 
consider these substructures as completely different, 
since the substructures do not exactly match with 
each other. A further description about similar sub-
graphs can be found in [17]. Furthermore, memory 
and runtime are challenges for most of the graph 
mining algorithms [17]. It is an open question how 
to realize the class distribution over sub-graphs 
without searching different branches of the lattice 
several times [7]. The need for inexact graph match-

ing might become more and more important in this 
context. As Washio & Motada [7] reports “Even 
from a theoretical perspective, many open questions 
on the graph characteristics and the isomorphism 
complexity remain. This research field provides 
many attractive topics in both theory and applica-
tion, and is expected to be one of the key fields in 
data mining research”. 

In summary, ILP/propositionalization methods 
can be useful for learning from structured data if 
discovery of small substructures is sufficient, but 
they do require that non-trivial constraints on the 
search space are provided. If the domain of interest 
requires the discovery of large substructures, graph 
mining methods are often more suited. However, 
these cannot be used to discover several isolated 
substructures and require exact matching of sub-
structures. Hence, there are demands for much ro-
bust methods for learning from structured data. 

3. Finger Printing 

Our approach to structure classification employs a 
graph transformation method which could address 
some of the limitations discussed in the previous 
section. The method has the ability to combine iso-
lated substructures and has the potential to discover 
“similar substructures”. It also does not require any 
constraint to be imposed on the search space. Our 
method follows a data to model (bottom – up) 
search strategy and digs down any potential sub-
structures irrespective of its length. Since the graphs 
are transformed into a canonical form called finger 

print, which is a hashed form of a sparse vector of 
zeros and ones, the computational cost in manipula-
tion of the graphs are considerably low. Our method 
could be applied to any form of structured data, 
from trees to undirected graphs, from sequences to 
tuples etc., and hence all these types of structured 
data are referred to as graphs during the rest of this 
paper.   

3.1 The finger printing method  

Several methods have been suggested to represent 
structured data for learning algorithms, and canoni-
cal forms of graphs are among the most popular due 
to their computational simplicity. Our method of 
transforming graphs into a canonical form is called 
finger printing. The method first includes a preproc-
essing step in which each structured data is repre-
sented by a labeled graph in the forest, and then 
transforming each graph into an adjacency matrix 
using the definitions 1 and 2 given below.  
 



Definition 1 Foresting: Let G be the set of graphs. 

Then the forest F(VF,EF)  of G is denoted as 
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An example of a forest F of a set of graphs G is 
given in Figure 1.  
 

 
                     G                                           F 

Figure 1:  The forest F of G 

Definition 2 Adjacency matrix of a graph g of a 

forest F:  The adjacency matrix of a graph g is an n 

x n matrix A = (ai,j) in which the entry ai,j =1 if there 

is an edge between vertex i and vertex j in g and ai,j 

= 0 if there is no edge between vertex i and vertex j 

in g, where n is the number of vertices in forest F.  
 
We construct the finger print of a graph g and an 
associated forest F using definition 4 given below. 
In doing so the adjacency matrices of each graph is 
transformed into a vector v of (1 × n*n), where n is 
the dimension of the adjacency matrix. The vector v 
has the characteristic of being a sparse vector.  
 
Definition 3 Sparse vector v: Let g ∈ G and Ag be 

the adjacency matrix of g. The sparse vector v of g 

is a vector of ones and zeros of dimension (1 × n*n), 

such that 
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 where i is the row number and j is the column num-

ber of the adjacency matrix.  

 
Definition 4 Finger print: A finger print is a map-

ping f: x→ y, such that if x=y then f(x) = f(y) and if 

f(x) = f(y) then x=y, where x and y are two sets of 

consecutive characters.  
 
Accordingly, for the example in Figure 1, n = 8 and 
the sparse vectors of the graphs in Figure 1 would 
be of length 64. Hence v(g1) = 
(01100000101000001100000000000000000000000
00000000000000000000000). Under the similar 
transformation rule, the sparse vector of g2, is 
(00110000000000001001100010100000001000000
00000000000000000000000). The sparse vectors 
are hashed with respect to the position of presence 
of ones in each sparse vector in order to reduce the 

storage space. The hashed sparse vector of v(g1) is 
(2,3,9,11,17,18), and the hashed sparse vector of  
v(g2) is (3,4,17,20,21,25,27,35). According to the 
Definition 4 this vector possesses the property of a 
finger print f. Hence f(g1) = (2,3,9,11,17,18) and 
f(g2) = (3,4,17,20,21,25,27,35). 

3.2 Substructure search using finger 

prints  

Each position in the finger print represents a con-
nection between two nodes of the graph g, and 
hence is a substructure of the graph. For example 
the first digit of f(g1), i.e., 2, represents the edge A-
B between the nodes A and B in the graph g1. This 
segment of the graph g1 is a subgraph, and hence 
represents a substructure in the respective structure.  
If we expand this notation to two graphs, we could 
find common elements of two graphs g1 and g2, 
which represent substructures common to both the 
graphs under consideration. Taking the same exam-
ple from Figure 1, the common elements of f(g1)  
and f(g2) is the intersection of the two finger prints. 
i.e., f(g1)∩ f(g2) = (3,17). We use this property in 
searching for commonality between finger prints of 
the graphs in order to find the most discriminating 
features.  
During the search of common substructures, a pair-
wise substructure search algorithm is used to filter 
the maximal common substructures. This algorithm 
is “pair-wise” since it compares two finger prints at 
a time, and the searched substructure is “maximal” 
since we keep the largest common subset of num-
bers in the two finger prints under consideration. 
This substructure search algorithm, given in Figure 
2 below, finds all possible pair-wise maximal sub-
structures within the training examples.  
 
function PairWiseMaximalSubstructures((f1, ….., fn ); list 

of finger prints) 

   j=1 

 while (j ≤ n – 1 ) 

do 

     k = j+1 

     while (k≤  n) 

       do 

        s[j,k]= s[k,j]=fj ∩ fk 

       add s[j,k]and s[k,j] to MaximalSubstructures 

       k++ 

   done 

  j++ 

done 

return MaximalSubstructures 

 

Figure 2:  The pair-wise maximal substructure 
search algorithm 



3.3 Feature construction  

The feature set used for classification is the most 
discriminative set of substructures found by the pair-
wise maximal substructure search algorithm.  We 
use the standard covering statistic for finding the 
most discriminating set of substructures.  
 
Definition 5 Covering Statistic: The coverage of a 

substructure si is defined as  

          C(si) = p(si) = n (si)/ N 

where n ( si) is the number of examples for which 

the substructure is present in the example, and N is 

the total number of examples present in the training 

set.  

 
Each substructure discovered using the maximal 
common substructure search algorithm is evaluated 
by the coverage statistic given in Definition 5. The 
weighted substructure set is then ranked in descend-
ing order. We also use a maximum and a minimum 
threshold in order to filter the most discriminating 
set of substructures. This set of substructures ob-
tained through the search and filter procedure are 
the most discriminating feature set for the domain of 
examples. This feature set is then used when build-
ing the classification model.   

4. Implementation 

We have developed a feature construction and clas-
sifier system called DIFFER (DIscovery of Features 
using FingER prints), using the methodology de-
scribed in section 3. DIFFER handles examples con-
taining structured data. Therefore inputs to the sys-
tem are the structures. DIFFER produces an output 
containing the derived feature set and the pres-
ence/non-presence of those features in examples in a 
form of a text file that can be used by most standard 
classification methods ( at the moment the output 
file is of the format of .arff which is the recogniz-
able format for WEKA data mining toolkit). In 
summary the main features of DIFFER are:  

� any type of structured data can be handled 
such as trees, graphs, tuples, strings etc. 
etc.  

� the canonical form used for graph trans-
formation is the finger print 

� isolated sub-graphs/nodes can be identi-
fied. i.e, the substructures need not to be 
necessarily connected.  

� similar sub-graphs can be identified as 
well. i.e., the substructures treated as 
common are not equivalent to each other 
but “similar”. 

� There are no constraints on length of the 
searched substructure, and therefore sub-
graphs of any size may be identified.  

5. Experimental Evaluation  

We have used some benchmark datasets to compare 
the performance of DIFFER with other available 
methods for learning from structures. One bench-
mark dataset concerns predicting mutagenicity on 
Salmonella typhimurium, which comprises of 230 
molecules. Debnath et. al. [18] grouped 188 exam-
ples out of these as “regression friendly”. This sub-
set contains 125 examples with a positive log 
mutagenesis whereas the remaining 63 examples are 
inactive with respective to log mutagenesis. We 
have used this regression friendly subset of the 
mutagenesis dataset for our experimental evaluation. 
This is a two class problem of predicting whether a 
compound is mutagenic or not.  

The second benchmark data set concerns the very 
popular east-west train problem [19], which contains 
20 trains where 10 each are headed to east and west 
respectively. The task is to identify the characteris-
tics of the trains that make them headed east or west.  
The third dataset, carcinogenesis is also, like the 
first, from the domain of chemo-informatics. The 
dataset was originally developed within the US na-
tional toxicology program [20]. It consists of 298 
compounds that have been shown to be carcinogenic 
or not in rodents. Although the original dataset con-
tains 3 classes of carcinogenesis, these were treated 
as one class as done in most previous studies.   

The three benchmark datasets were given as in-
put to DIFFER and a summary of the outcome of 
the method is given in Table 1 below.  
 

 
 

Table 1: Summary of induced features for bench-
mark datasets 

We have used all the data as training examples dur-
ing feature generation. This does not impose any 
bias on feature construction since we are not consid-
ering class distribution of features during the feature 
construction.  Transformation of structures into 
graphs is carried out according to the definition 2. 

                                                 
1 Since the set of features discovered by Maximal 
common substructure search algorithm is small we 
did not apply any threshold here.  

Dataset No. of ex-
amples 

features 
selected

1
 

Muta 188 171 
Trains 20 30 
Carci 298 154 



For the first and third datasets, molecules are repre-
sented by graphs in such a way that a node of graph 
is an atom in the molecule with its label (carbon for 
example), plus the bonds attached to the atom. For 
example, a carbon atom with two single bonds and a 
double bond is converted to a labeled node c[112].  
The second dataset contains trains as its structures, 
and each train has cars with are described by a set of 
properties, e.g., shape, no. of wheels etc. A node in 
this domain is represented by a tuple 
car(<properties>). For example a car with a long 
rectangular shape, a flat roof, sides that are not dou-
ble and 3 wheels, is represented by 
car(rectangle,long,not_double,flat,3). 

Features generated by DIFFER is used as input to 
a standard machine learning method. The method 
used in this experiment is random forest [21] with 
50 trees and where 10 random features are evaluated 
at each node, as implemented in the WEKA data 
mining toolkit [22]. 10 fold cross validation is used 
as the evaluation method. The results we obtained 
with DIFFER were compared with existing state-of-
the-art methods, including a propositionalization 
method, RSD [12] and two graph mining methods, 
SUBDUE-CL [9] and Tree2χ2 [11]. We have used all 
the data in each of the 3 benchmark datasets as 
training examples for RSD as well. The WEKA [22] 
implementation of random forest of 50 trees with 10 
random features for evaluation at each node is used 
for reproduction of accuracies in RSD. 10 fold cross 
validation is used as the evaluation method. We did 
not reproduce the results for SUBDUE-CL and 
Tree2χ2, but give the accuracies reported in [9] and 
[11] respectively. The results are summarized in 
Table 2. 

Table 2: Comparison of DIFFER with some state-of-the-
art methods 

These results show that DIFFER may perform as 
well as or better than existing methods. We also 
have studied what happens when merging features 
of DIFFER with those of other methods. When 
merging the feature set of RSD with the feature set 
of DIFFER, an increase in accuracy was observed 
(final column of Table 2). We analyzed the feature 
set generated by RSD for the mutagenesis dataset 
and rather surprisingly, we found that it did not con-
tain any atom-bond features. Nonetheless it con-

tained global molecular structure properties such as 
whether or not two connected nitro groups are pre-
sent. In contrast to this, the features generated by 
DIFFER contains inner structural information of 
atom-bond connections. The experiment demon-
strates that by merging these two complementary 
sets of features the accuracy of the resulting model 
can be increased. 

6. Concluding Remarks 

Learning from structured data is an important chal-
lenge for machine learning methods, with many 
important applications, for example within analyz-
ing data from the web, in chemo- and bioinformat-
ics, in management and business transaction do-
mains. These domains are often complex not only in 
terms of the presence of structures, but also often in 
terms of the size of the data sets to be analyzed. Ex-
isting techniques for learning from structured data 
are demonstrated to have a number of limitations 
w.r.t. to effectively analyzing the data due to inabil-
ity to discover isolated sub-graphs or capture topol-
ogy of similar sub-graphs and by requiring that non-
trivial constraints on the search space is provided, 
something which may prevent the discovery of large 
interesting substructures. In order to overcome these 
limitations, a novel method, that transforms struc-
tured data into a canonical representation, called 
finger prints, has been presented.  

The new method, which has been implemented 
in a system, called DIFFER, has been shown to be 
competitive with the existing state-of-the-art meth-
ods on some standard benchmark data sets, without 
imposing constraints on the search space. The rea-
son for its effectiveness can be explained by its abil-
ity to mine large as well as isolated discriminative 
sub-graphs. A very interesting observation is that 
the classification performance can be improved by 
merging the features generated by DIFFER with 
features generated by other methods and thereby 
integrating the different qualities of several meth-
ods. Thus rather than searching for new feature ex-
traction methods that on its own compete with exist-
ing methods, it appears to be a promising approach 
to search for new methods that generate comple-
mentary features.    

There are several possible directions for future 
work. At present DIFFER’s substructure search is a 
pair-wise approach, for which the computational 
cost grows quadratically with the number of exam-
ples. A more efficient procedure could be obtained 
by using some incremental way of searching for the 
substructures. Sampling of which pairs to consider 
is also a straightforward way of controlling the 
computational cost [3]. Alternatives to the use of the 

Accuracy Dataset 
DIF-
FER 

RSD SUB-
DUE-
CL 

Tree2χ2 DIF-
FER + 
RSD 

Trains 80% 75% - - 85% 
Mutagen
esis  

80.61
% 

88.86
% 

- 80.26% 92.76
% 

Carcino-
genesis  

65.25
% 

54.37
% 

61.54
% 

- 65.33
% 



covering statistic in conjunction with maximum and 
minimum thresholds could also be explored. Candi-
dates for this include model driven approaches such 
as voting by the convex hull or a coverage measure.  

The promising result of combining the features 
generated by DIFFER and RSD also leads to con-
sidering merging the features of DIFFER and other 
methods, perhaps further improving the predictive 
performance.  
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